THE APPLICANT PRIVACY
NOTICE
FOR HSBC BANK (VIETNAM) LTD.

Version:

This Privacy Notice ("Privacy Notice") governing the
relationship between HSBC Bank (Vietnam) Ltd., (hereinafter
collectively referred to as ""HSBC Vietnam', "'we", "our",
or "us'™) and our job applicants and connected parties
(hereinafter collectively referred to as “you”, “your”).

The Privacy Notice is applied for us, as a Personal Data
controller and/ or Personal Data processor, and explains which
information we collect, how we use the information, who we
share the information with and retention of the information to

keep it confidential and privileged.

1. What Personal Data We May Collect

“Personal Data” refers to information in the form of symbols,
letters, numbers, images, sounds, or equivalences associated
with an individual or used to identify an individual. Personal
Data that we collect about you is information necessary for the
application and recruitment processes, and for other purposes

as provided in the Privacy Notice, including:

“The basic Personal Data”: We may collect the basis
Personal Data from you, including but not limited to:
a. ldentification data: Full name, address, email address,
date of birth, place of birth, national 1D, passport
information and other identification information

related to an individual you provided to us;

THONG BAO BAO MAT (DANH CHO
UNG VIEN)

NGAN HANG TNHH MQT THANH
VIEN HSBC (VIET NAM)

Phién bdn:

Théng Béo Bao Mat nay ("Thong Bao Bao Mat") diéu
chinh cho méi quan hé gittra Ngan Hang TNHH Mot Thanh Vién
HSBC (Viét Nam) (sau day goi chung la “HSBC Viét Nam”,
“chang t6i”, “ciia chung t6i”) va (g vién va cac bén lién quan
cua ung Vvién (sau day goi chung la “ban”, “caa ban”).

Thoéng Bao Bao Mat ap dung cho ching t6i vai tu cach
1a bén kiém soat va’hoac xu ly Dir Liéu C4 Nhan cua ban va giai
thich nhitng théng tin ching t6i thu thap vé ban, cach thac st
dung, ddi tugng duoc chia sé va viée luu trit dé dam bao théng

tin d6 luon riéng tu va an toan.

1. Dir Liéu Ca Nhéan Chung Téi Thu
Thap

“Dir Li¢u C4 Nhan™ 1a thong tin dudi dang ky hiéu, chir
viét, chir s6, hinh anh, &m thanh hoic dang twong tu trén moi
truong dién tr gin lién véi mot con ngudi cu thé hoidc gidp xac
dinh mot con ngudi cu thé bao gom bét ky dit liéu ndo vé c& nhan
va tir nhitng dit liéu d6 nhan dién hoic c6 thé xac dinh duoc mot
cé nhan cy thé. Dir Liéu Ca Nhan ching tdi thu thap vé ban la
nhitng thong tin can thiét d& ban cd thé ung tuyén va tham gia
quy trinh tuyén dung ciia ching téi va cho nhitng muc dich khac
dugc néu tai Thong Bao Bao Mat, bao gom:

“Dir Li¢u Ca Nhan co ban”: Ching t6i c6 thé thu thap
Dir Liéu Ca Nhan co ban vé ban, bao géom nhung khong gigi han

boi:



Personal relationship data: Marital status, information
about the individual’s family relationship (parents,
children);

Professional data: Information about your
educational or professional background;

Behavioural data: Your digital account information,
your Personal Data that reflects activities and activity
history in cyberspace; and

Other basic Personal Data associated with an

individual or used to identify an individual.

“The sensitive Personal Data”: Some information we collect

may be sensitive Personal Data, but we collect sensitive

Personal Data only with your consent and/or in strict

compliance with the applicable laws. Sensitive Personal Data

refers to personal data in association with individual privacy

which, when being infringed, will directly affect an

individual's legal rights and interests, including but not limited

to:

Financial and commercial data: Information on
customers of credit institutions, foreign bank
branches, payment service providers and other
licensed institutions, including: customer
identification as prescribed by law, accounts, deposits,
deposited assets, transactions, organizations and
individuals that are guarantors at credit institutions,
bank branches, and payment service providers;
Health data: Health condition and personal
information stated in health record:;

Biometric data or ethnic origin data: Information
about genetic data related to your inherited or acquired
genetic characteristics, information about your
biometric or biological characteristics;

Data on crimes and criminal activities collected and

stored by law enforcement agencies;

a. Dit liéu vé nhan than: Ho tén, dja chi, dia chi thu dién
tr, ngay sinh, noi sinh, s6 CMND/CCCD, s6 ho chiéu
va c4c thong tin khac lién quan dén nhan than ma ban
cung cap cho ching toi;

b. Dit liéu vé méi quan hé: Tinh trang hon nhan, théng
tin v& méi quan h¢ gia dinh (cha me, con céi);

c. Dit liéu vé chuyén mdn: Théng tin vé qua trinh hoc
tap hoac lam viéc cua ban;

d. Dit liéu vé hanh vi: Thang tin vé tai khoan s6 cua ban,
dit liéu ca nhan phan anh hoat dong, lich str hoat déng
cua ban trén khong gian mang; va

e. Céc Dir Liéu Ca Nhan co ban khac, gan lién véi mot
ngudi cu thé hodc gitp xac dinh mot ngudi cu thé.

“Dir Liéu Ca Nhan nhay cam”: Trong mot s6 truong

hop, Dir Liéu C4 Nhan ma chiing tdi thu thap cd thé 1a Dir Liéu
Ca Nhan nhay cam va chang téi chi thu thap Dir Liéu Ca Nhéan
nhay cam véi su dong y cua ban va/hoic tuan thu nghiém ngit
cac quy dinh phap luat hién hanh. Dir Liéu Ca Nhén nhay cam la
nhiing dit liéu ca nhan gan lién véi sy riéng tu ciia c& nhan ma
khi bj vi pham s& anh huong truc tiép téi cac quyén loi phép ly
clia c4 nhan d6, bao gom nhung khong gidi han boi:

a. Dir liéu tai chinh va thuong mai: Thong tin khéch
hang cua to chuc tin dung, chi nhanh ngan hang nudc
ngoai, t6 chirc cung ung dich vy trung gian thanh
toan, cac té chic duoc phép khac, gom: thdng tin
dinh danh khach hang theo quy dinh cua phép luat,
thong tin vé tai khoan, théng tin vé tién guri, thong tin
vé tai san gui, thdng tin vé giao dich, thdng tin vé to
chirc, c& nhan 1a bén bao dam tai to chac tin dung, chi
nhanh ngan hang, to chiic cung tng dich vu trung
gian thanh toan;

b. Dit liéu y té: Tinh trang sic khoe va doi tu dugc ghi

trong hd so bénh an;



e.

f.

Geo-location data; Personal location identified via
location services; or

Other sensitive Personal Data related to you.

We may collect and combine your Personal Data on a case-by-

case basis, including but not limited to:

a.

when you or your employer, corporate representatives
provide to us;

when you visit our career websites, provide us during
performace of the application and recruitment
processes;

when we collect from a public source, credit scoring,
debt collection activities, competent authorities and

our business partners and/or other third parties.

If you provide us with someone else’s Personal Data, you must

obtain their consent as required by applicable laws and explain

to them and ensure that they understand how we shall process

their Personal Data.

2. How We Will Process Personal Data

We may process Personal Data for the following purposes set

out in the list below (“Purposes™), including but not limited

to:

a.

Verify the accuracy and correctness of information
provided; identify or authenticate your identity and

perform applicant verification processes;

c. Dit liéu sinh tric hoc hodc ngudn géc ching toc:
Théng tin vé& dic diém di truyén duoc thira huong
hoic c6 dugc cua ban, thdng tin vé thudc tinh vat 1y,
dic diém sinh hoc riéng;

d. Dit liéu vé toi pham, hanh vi pham t6i duoc thu thap,
luu trir béi cac co quan thuc thi phéap luat;

e. Dit liéu vé vi tri: Thong tin vé vi tri caa ban duoc xac
dinh qua dich vu dinh vi; va

f. Cac Dir Liéu Ca Nhan nhay cam khac cd lién quan.

Chung t6i thu thap va c6 thé sir dung két hop Dir Liéu
Ca Nhan cua ban trong timg truong hop cu thé, bao gém nhung
khéng gidi han boi:

a. Ban hoac nguoi st dung lao dong, nguoi dai dién

doanh nghiép cua ban cung cip cho ching toi;

b. Ban vao cac trang web ding tuyén cua ching tdi, ban
cung cap cho chang tdi trong qué trinh thyc hién quy
trinh (g tuyén va quyén dung;

c. Chuang t6i thu thap tir cac ngudn cdng khai, hoat dong
danh gia tin dung, thu hdi ng, tir cac co quan nha nudc
c6 tham quyén, cac dbi tac thwong mai va thu thap tur
cac ngudn khac.

Néu ban cung cap cho ching toi Dir liéu Ca nhan cua
nguoi khac, ban phai dugc su cho phép cua nguoi do6 theo yéu
cau cua phép luat p dung, dong thoi phai giai thich va bao dam
ngudi d6 hiéu vé cach thirc chiing tdi s& xir ly Dir Liéu Ca Nhan

cua ho.

2. Chl]ng ToiI X L)'/ Dir Liéu Ca
Nhan Nhu Thé Nao

Ching t6i ¢6 thé xu ly Dir Liéu Ca4 Nhan cua ban cho

cac muc dich duoc liét ké sau day (“Muc Dich”), bao gdm nhung

khong gigi han boi:



b. Processing your application for any positions offered
or opened by us;

c. Evaluate your application and eligibility profile in
relation of the application and recruitment processes;

d. Provide information on job opportunities of HSBC
Vietnam and HSBC Group companies;

e. Interact with you to provide communication, deliver
job offers, reports, and/or other relevant documents;

f.  Manage and evaluate our application and recruitment
activities including design and improve ourapplication
and recruitment processes or perform career
oppportunities advertisement;

g. Protect our legitimate interest and comply with laws,
regulations including prevention of fraud, financial
crimes and/or other crimes; meet compliance
obligations imposed on HSBC Vietham and HSBC
Group companies;

h. Prevent or suppress danger to a person's life, health
and public interests;

i. Purposes which are reasonably related to the

aforesaid.

If we process your Personal Data for the purposes other than
the Purposes, we shall inform you how we process this
Personal Data and obtain your consent before processing your
Personal Data for such additional purposes as per applicable
laws and regulations.

For the fulfillment of the above Purposes, we will process your
Personal Data by performing one or more activities, such as
collection, recording, analysis, confirmation, storage,
correction, disclosure, combination, access, retrieving,
revoking, encryption, decrypting, copying, sharing,
transmitting, providing, transferring, deleting, destroying

Personal Data or other related actions.

a. Xéac minh tinh chinh xé4c, ddy du cua céc thdng tin
duoc ban cung cip; xac dinh hoic xé4c thuc danh tinh
cua ban va thuc hién quy trinh xac thuc (ng vién;

b. X Iy hoat dong tng tuyén cho bét ky vi tri nao dugc
dé xuat hodc ding tuyén bai ching toi;

¢. Tham dinh hé so (g tuyén va kha nang du diéu kién
lién quan dén viéc thuc hién quy trinh tng tuyén va
tuyén dung caa ching toi;

d. Cung cap cac théng tin vé vj tri tuyén dung cua
HSBC Viét Nam hodc cac cbng ty thudc tap doan
HSBC;

e. Lién hé vgi ban nham trao d6i thdng tin, giao thu moi
nhan viéc; cac bao cao hoac cac tai liéu khac co lién
quan;

f. Quan ly va danh gia cac hoat dong g tuyén va tuyén
dung bao gém thiét ké, cai tién va nang cao chét
lwong céc hoat dong tng tuyén va tuyén dung hoic
thuc hién céc hoat dong gigi thiéu co hoi nghé
nghiép;

g. Bao vé loi ich hgp phap cua chung tdi va tuan thu cac
quy dinh phap luat lién quan bao gém ngan chin hanh
vi gian 1an, toi pham tai chinh va/hoac céc toi pham
khéac; thuc hién nghia vu tuan thu phap luat khac ap
dung ddi véi HSBC Viét Nam hoic céc cong ty thugc
tap doan HSBC;

h. Ngin chin hoac giam thiéu méi de doa di voi tinh
mang, suc khoe ctua nguoi khac va lgi ich cong cong;

i. Cac muc dich hop 1y khéc co lién quan dén nhitng
muc dich duoc néu trén.

Néu ching t6i xir Iy Dir Liéu Ca Nhan ciia ban cho cac
muc dich khac ngoai Muc Pich tai day, chiing t6i sé théng bao
cho ban céch chung t6i xt ly Dr Liéu Ca Nhan nay va thu thap
bé sung su déng y cua ban trude khi xa Iy Dit Liéu Ca4 Nhan cua

ban cho cac muc dich do theo cac luat va quy dinh hién hanh.



3. Who We Might Share Personal Data

With

For the fulfillment of the Purposes outlined in the Privacy

Notice, we may share Personal Data to the following third

parties:

a. HSBC Group companies;

b. Any sub-contractors, agents, business partners,
advertising companies (including their employees,
directors and officers);

Cc. Local and overseas law enforcement agencies,
competent authorities;

d. Anyone acting on your behalf, payment recipients,
beneficiaries, account agents, correspondent and agent
banks, clearing houses, clearing or settlement systems,
or anyone making any payment to you;

e. Other third parties who you consent us to or there are

other legal grounds to share your data with.

4. Transferring Personal Data Overseas

For the fulfillment of the Purposes outlined in the Privacy
Notice, we may transfer Personal Data to our third parties,

whether in Vietnam or overseas.

When we transfer Personal Data, HSBC Vietnam will require

the recipient to ensure that Personal Data disclosed to them is

Nham thyc hién cac Muc Dich néu trén, ching toi xir ly
Dit Liéu Ca Nhan cua ban bang cach thuc hién mét hozc nhiéu
hoat dong nhu thu thap, ghi, phan tich, xac nhan, luu tri, chinh
stra, cong khai, két hop, truy cap, truy xuat, thu hdi, ma hoa, giai
m4, sao chép, chia sé, truyén dua, cung cap, chuyén giao, x0a,

hay Dit Liéu Ca Nhan hoac cac hanh déng khéac c6 lién quan.
3. Chuang Toi Chia Sé Dir Liéu Ca
Nhan Nhu Thé Nao

Nham thuc hién cac Muc Dich néu tai Théng Bao Bao
Mat, chang t6i c6 thé chia sé¢ Dix Liéu C4 Nhan cuaa ban vai:
a. Céc cong ty thugc tap doan HSBC;
b. Céc nha thau phu, dai ly, d6i tac kinh doanh, nha cung
cap dich vu, cac nha quang cdo (bao gdm ca céc
nguoi lao dong, giam ddc va nhan vién cua ho);
c. Céac co quan thyc thi phap luat trong nudc va nudc
ngoai, co quan chirc nang c6 tham quyen;
d. Bat ky ai thay mat ban, nguoi nhan thanh toan, ngudi
thu huong, dai ly tai khoan, ngan hang dai ly va dai
ly, trung tdm thanh toén bu trir, hé thong ba trir hozc
thanh toan, hoic bat ky ai thyc hién bat ky khoan
thanh toan nao cho ban;
e. Cac bén tht ba ma ban ddng y hoic ching t6i c6 co
s& phap 1y dé chia sé Dir Liéu C4 Nhan cua ban.
4. Chuyén Giao Dir Liéu Ca Nhan
Qua Bién Gigi

Nham thuc hién cdc Muc Pich néu tai Thong Bao Bao
Mat, chling tdi c6 thé chia s¢ Dir Liéu C4 Nhan cua ban dén céc
bén thir ba lién quan cua ching tdi va cac bén thir ba nay c6 thé
tai Viét Nam hoic bat cir noi nao khéc.

Khi thuc hién viéc chuyén Dir Liéu Ca Nhan, HSBC

Viét Nam s& yéu cau bén nhan dam bao rang Dir Liéu C4 Nhan

cuia ban dugc chuyén giao cho ho s& bao mat va an toan. Ching



kept confidential and secure. We comply with our legal and
regulatory obligations in relation to transferring Personal Data.

5. Personal Data Retention and Secure

Personal Data held by HSBC Vietnam shall be kept
confidential. We use reasonable measures to protect Personal
Data. To the extent permitted by law, we may store Personal
Data in Vietham or overseas, including on the Cloud. We
maintain HSBC Group data protection standards in accordance
with the applicable laws.

We retain Personal Data for the period necessary to fulfill the
Purposes outlined in the Privacy Notice unless a longer

retention period is required or allowed by the applicable laws

6. Data Subject Rights and Obligations

To the extent permitted by law, you may exercise your rights
by contacting us via the contact details provided in Section 7
under the Privacy Notice.

a. Right to be informed: You can be informed of your
Personal Data processing;

b. Right to give consent: You can give or not the
consent to your Personal Data processing;

c. Right to access: You can access your Personal Data
in order to see, rectify or request us to rectify your
Personal Data;

d. Right to withdraw consent: You can withdraw the

consent to processing your Personal Data.

t6i tuan thu cac nghia vu phap 1y va quy dinh lién quan dén viéc
chuyén giao Dit Liéu Ca Nhan cua ban.

5. Lwu Trir Va Bao Mat Dir Liéu Ca
Nhan

Dit Liéu Ca Nhan cua ban do HSBC Viét Nam luu tri
s& dugc bao mat. Chang tdi s& thuc hién cac bién phap hop 1y dé
bao vé Dir Liéu Ca Nhan caa ban. Trong pham vi phéap luat cho
phép, ching tdi c6 thé luu trit Dir Liéu Ca Nhan cua ban tai Viét
Nam hoic ¢ nuéc ngoai, ké ca trén giai phap luu trit dién toan
dam may. Chung t6i 4p dung cé4c tiéu chuan toan cau vé bao mat
dir liéu cua tap doan HSBC, phu hop véi quy dinh phép luat hién
hanh.

Chung t6i luu trir D& Liéu C4 Nhéan cua ban trong
khoang thoi gian can thiét dé hoan thanh cac Muc Pich dugc néu
trong Thong Bao Bao Mat, trir khi thoi gian Ivu trir Dit Liéu Ca
Nhan 1au hon dugc yéu cau hoic cho phép bai cac quy dinh phap

luat hién hanh.

6. Quyan Va Nghia Vu Ciia Chii Thé
Dir Liéu

Tru truong hop ludt cd quy dinh khac, ban cé thé thuc
hién c4c quyén cua minh bang cach lién hé véi chung t6i theo
thong tin dwoc cung cip chi tiét tai Muc 7 ciia Thong Bao Béao

Mat, bao gom:

a. Quyén dwoc biét: ban duoc biét vé hoat dong xir Iy
Dir Liéu Ca Nhan cia ban;

b. Quyén dong y: ban dugc dong ¥ hoic khong dong y
cho phép xt Iy Dt Li€u C4 Nhan cda ban.

c. Quyén truy cap: ban dugc truy cap dé xem, chinh
stra hoic yéu cau chinh sira Dir Liéu C4 Nhan cua

ban;



j-

k.

Right to delete: You can delete or request deletion of
your Personal Data, unless otherwise provided for by
law;

Right to restrict on processing: You can obtain
restriction on the processing of your Personal Data,
unless otherwise provided for by law;

Right to be provided Personal Data: You can
request us to provide your Personal Data, unless
otherwise provided for by law;

Right to object processing Personal Data: You can
object processing your Personal Data in order to
prevent or restrict the disclosure of Personal Data or
the use of Personal Data for advertising and
marketing purposes;

Right to file complaints, denunciations and
lawsuits;

Right to claim damages; and

Right to self-protection.

You should be also mindful that exercising on your rights

above,

may render our Products and Services limited,

restricted, suspended, canceled, prevented, or prohibited. As a

result, exercising on your rights above may also be considered

as a termination by you of any contractual relationship which

you may have with us, and our legal rights and remedies in

such event are expressly reserved.

You have the following obligations with respect to Personal

Data:

a.

Protect your own Personal Data, request relevant
organizations and individuals to protect your Personal
Data;

Respect and protect others’ Personal Data;

Fully and accurately provide your Personal Data when

you consent to Personal Data processing;

d. Quyén rat lai sy ddng y: ban duoc quyén rat lai sy
dong y vé hoat dong xir Iy Dir Liéu Ca Nhan;

e. Quyén xda dir liéu: ban duoc x6a hoic yéu cau xda
Dit Liéu Ca Nhan caa ban trong mét sé truong hop
theo quy dinh phép luat;

f. Quyén han ché xix ly dir liéu: ban duoc yéu cau han
ché xur ly D Liéu Ca Nhan cuaa ban trong mot s6
truong hop theo quy dinh phap luat;

g. Quyén cung cip dir liéu: ban duoc yéu cau cung cap
cho ban than Dir Liéu Ca Nhan cua ban trong mot s6
truong hop theo quy dinh phap luat;

h. Quyén phan déi xir ly dir liéu: ban dugc phan ddi
xur ly Dit Liéu Ca Nhan cua ban nham ngan chin hozc
han ché tiét 16 Dir Liéu Ca Nhan hoic sir dung Dit
Liéu Ca Nhan cho cac muc dich quang co va tiép
thi;

i. Quyén khiéu nai, t6 cao, khéi kién;

j. Quyén yéu ciu bdi thwong thiét hai; va

k. Quyén tw bao vé.

Ban nén luu y rang viéc ban thuc hién mot trong cac yéu ciu trén
ctia minh c6 thé khién San Pham va Dich Vu ma ching t6i cung
cép dén ban bi gigi han, han ché, dinh chi, hay bo, ngin chan
hozc bi cam, tly timg trudng hop. Vi 1y do @6, viéc ban thuc hién
mot trong cac yéu cau trén ciing co thé dugc xem la sy cham dut
tir phia ban ddi voi bat ky mébi quan hé hop dong nao ma ban co
thé c6 véi chiing toi va chiing toi bao luu cac quyén va bién phap

khéc phuc hop phap cua chiing t6i trong cac truong hop do.
Ban c6 cac nghia vu sau ddi voi Dir Liéu C4 Nhan:

a. Tu bao vé Dir Liéu C4 Nhan cua ban va yéu cau cac
t6 chirc, ca nhan khéc c6 lién quan bao vé Dir Liéu

Ca Nhan cua ban;



d. Participate in disseminations of Personal Data
protection skills;

e. Comply with regulations of law on protection of
Personal Data and prevent violations against
regulations on protection of Personal Data;

f.  Other obligations regulated under the applicable laws

and regulations.

7. Contact Us

HSBC Bank (Viet Nam) Ltd
Address: Floor 12, Centre Point Tower, 106 Nguyen Van
Troi, Ward 8, Phu Nhuan District, HCMC

Email: humanresources@hsbc.com.vn

8. Amendments and Updates

HSBC Vietham may modify, update or amend the content of
this Privacy Notice at any time we deem necessary. These
modification, update of the Privacy Notice will be published

in our official websites.

b. Ton trong va bao vé Dr Liéu C4 Nhéan cua nguoi
khéc;

c. Cung cip day du va chinh xac Dir Liéu Ca Nhan khi
ddng y cho phép xt ly Dir Liéu Ca Nhan;

d. Tham gia vao hoat dong tuyén truyén, phé bién cac
ky nang bao v¢ Dir Liéu Ca Nhan;

e. Thuc hién quy dinh cta phap luat vé bao vé Dir Liéu
Ca Nhan va tham gia phong, chong cac hanh vi vi
pham quy dinh vé bao vé Dir Liéu Ca Nhan; va

f. Céac nghia vu khac dugc quy dinh tai c&c luat va quy
dinh hién hanh.

7. Lién HE V&1 Chang Toi

Ngan hang TNHH Mét thanh vién HSBC (Viét
Nam)

bia chi: Tang 12, Toa nha Centre Point, 106 Nguyén
Van Troéi, Phuong 8, Quan Phi Nhuan, TP. Ho Chi
Minh

Email: humanresources@hsbc.com.vn

8. Chinh Sira Va Cap Nhat

HSBC Viét Nam c6 thé sira d6i, cap nhat hoic diéu

chinh cac noi dung trong Théng Bao Bao Mat tai bét cir thoi
diém nao khi can thiét. Cac bé sung, didu chinh cua Thong Bao
Bao Mat s€ dugc dang tai trén trang thong tin dién ta chinh thic

cua ching toi.
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